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Abstract
Traditional paper-based attendance systems suffer from inefficiency, time consumption, and susceptibility to proxy attendance fraud. This graduation project presents the Smart Barcode-Based Student Attendance Management System with GPS Verification — a comprehensive web-based solution built to modernize and automate the attendance recording process in university environments.

The system enables instructors to open attendance sessions that generate dynamic barcode tokens refreshed every 30 seconds. Students scan the barcode using their smartphones while the system simultaneously verifies their physical location through the GPS Geolocation API and the Haversine distance formula. The attendance record is stored in a MySQL database only when both the barcode and GPS validations pass successfully.

The system is built using a three-tier architecture: a JavaScript-based Single Page Application (SPA) frontend, a PHP RESTful API backend, and a MySQL relational database. Security is enforced through JSON Web Token (JWT) authentication, bcrypt password hashing, Prepared Statements against SQL injection, and database-level UNIQUE constraints to prevent duplicate attendance.

The solution eliminates proxy attendance, reduces administrative overhead, and provides instructors with real-time reports and automated absence tracking with configurable ban thresholds.
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1. Introduction
1.1 Background
Student attendance management is a fundamental administrative requirement in higher education institutions. Accurate attendance records directly affect academic performance evaluation, scholarship eligibility, and examination clearance. Conventionally, attendance has been collected manually — instructors calling student names or passing around sign-in sheets. While simple, this approach is deeply flawed in modern academic settings.

Over the past decade, digital solutions have emerged to address these shortcomings. Early systems relied on RFID cards or biometric fingerprint scanners. More recently, QR code and barcode-based systems have become viable due to the widespread availability of smartphones equipped with high-resolution cameras. However, most existing implementations still lack real-time location verification, making them vulnerable to remote attendance fraud.
1.2 Problem Statement
Manual and semi-automated attendance systems suffer from the following issues:
1. Proxy Attendance: Students can sign attendance sheets or scan QR codes on behalf of absent classmates.
1. Time Inefficiency: Roll calls consume 5-10 minutes of lecture time per session.
1. Data Inconsistency: Paper records are prone to human error, illegibility, and loss.
1. No Real-time Analytics: Instructors cannot monitor absence trends or trigger automatic warnings.
1. No Location Verification: Existing digital systems do not confirm the physical presence of the student on campus.
1.3 Motivation
The motivation behind this project is to build a system that simultaneously addresses all of the above problems. By combining barcode scanning with GPS-based location verification, the system ensures that only students who are physically present on campus can record their attendance. The 30-second token rotation mechanism makes it impossible for absent students to use a screenshot or forwarded image.
1.4 Objectives
The primary objectives of this system are:
1. To eliminate proxy attendance through multi-layer verification.
1. To automate attendance recording and absence tracking.
1. To provide instructors with a real-time dashboard for monitoring student status.
1. To implement an automatic ban system when students exceed the allowed absence threshold.
1. To build a secure, role-based web application accessible from any device.
1. To design a scalable and maintainable system using modern web technologies.
1.5 Scope
The system covers the following functional scope:
1. Instructor authentication and session management.
1. Dynamic barcode generation with 30-second rotation.
1. Student barcode scanning via smartphone camera.
1. GPS-based location verification with configurable radius.
1. Automated absence recording upon session closure.
1. Automatic student ban enforcement beyond the absence threshold.
1. Reporting and export functionality for attendance data.
1. Admin management of students, instructors, and system settings.


2. System Overview
The Smart Barcode Attendance System is a web-based application that replaces the traditional paper-based attendance process with an intelligent digital workflow. The system operates through two primary user roles: Instructors and Students.

	How the System Works
An instructor opens a session which generates a dynamic barcode displayed on screen. Students who are physically present scan the barcode using their smartphones. Before the attendance is recorded, the system verifies the student's GPS location to confirm they are within the configured campus radius. The barcode token automatically refreshes every 30 seconds, making forwarded screenshots useless. When the session ends, the system automatically computes absences and applies bans for students who missed the session.



Instructor Workflow
1. Login to the system using username and password.
1. Navigate to the 'Take Attendance' page.
1. A session starts automatically and a dynamic barcode appears on screen.
1. Display the barcode to students (on projector, screen, or monitor).
1. Monitor the real-time list of students who have checked in.
1. Optionally mark individual students manually.
1. End the session — absences are recorded automatically for all who did not check in.
Student Workflow
1. Login using university student ID and password.
1. Navigate to 'Scan Barcode'.
1. Click 'Verify My Location' — browser requests GPS permission.
1. If GPS check passes (within campus radius), the scan button becomes active.
1. Point the smartphone camera at the barcode on the instructor's screen.
1. The system reads the token, validates it against the active session, and records attendance.
1. A success confirmation is displayed immediately.


3. System Architecture
The system follows the classic Three-Tier Architecture pattern, separating concerns into three distinct layers: Presentation, Business Logic, and Data.

Figure 1 – System Architecture Diagram
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Tier 1: Presentation Layer
The frontend is a Single Page Application (SPA) built with HTML5, CSS3, and vanilla JavaScript. It consists of one HTML file (index.html) with four logical screens: Setup, Login, Change Password, and Main Application. Navigation between screens is handled entirely by JavaScript without page reloads, improving responsiveness and user experience.
Tier 2: Business Logic Layer
The backend consists of seven PHP API endpoint files and two support files (database.php, helpers.php). Each API file handles a specific resource and responds exclusively with JSON. The backend enforces authentication using JWT tokens, validates GPS coordinates, manages the barcode token lifecycle, and executes all database operations through PDO Prepared Statements.
Tier 3: Data Layer
MySQL 8.0 serves as the relational database. Five tables store all system data with proper foreign key constraints and CASCADE rules. Two performance indexes are defined on frequently queried columns. All text is stored using UTF-8 (utf8mb4) encoding to support Arabic and international characters.


4. Technology Stack
The following technologies were selected based on availability, stability, academic context, and ease of deployment.

	Technology
	Version
	Purpose

	PHP
	8.0+
	Server-side API logic, JWT, bcrypt, business rules

	MySQL
	8.0+
	Relational database for all persistent data

	JavaScript (ES2020)
	Vanilla
	SPA logic, API calls, barcode rendering, GPS

	HTML5
	5
	Semantic page structure and camera/geo APIs

	CSS3
	3
	Responsive layout, theming via CSS Variables

	JsBarcode
	3.11.6
	Generate CODE128 barcode SVG images

	ZXing-js
	0.21.3
	Decode barcode from camera video stream

	jsQR
	1.4.0
	Fallback QR code reader library

	PDO
	Built-in
	PHP database abstraction with injection protection



PHP
PHP handles all server-side processing. The choice of PHP is motivated by its native support for MySQL through PDO, built-in functions for bcrypt password hashing (password_hash / password_verify), and universal availability on shared hosting environments. The system uses PHP 8.0+ features including named arguments, union types, and the nullsafe operator.
MySQL
MySQL provides a mature, ACID-compliant relational database. Foreign key constraints with CASCADE rules ensure referential integrity. UNIQUE indexes prevent duplicate attendance records at the database level — an important security feature that operates independently of application logic.
JavaScript (Vanilla ES2020)
Modern vanilla JavaScript is used without any framework. This decision reduces complexity and dependency size. The Fetch API enables asynchronous communication with the PHP backend using async/await syntax. The system uses requestAnimationFrame for high-performance barcode scanning loops.
Barcode Libraries
JsBarcode renders CODE128 format barcodes as SVG elements directly in the browser. CODE128 was selected because it supports the mixed alphanumeric token format (SAS-1234567890-A3F7KP). ZXing-js decodes barcodes from live camera frames captured on a hidden canvas element. jsQR provides a fallback for devices where ZXing performs poorly.
GPS Geolocation API
The browser's native navigator.geolocation.getCurrentPosition() API retrieves the student's geographic coordinates. The enableHighAccuracy option forces the device to use GPS hardware rather than network-based positioning. Coordinates are transmitted to the PHP backend where the Haversine formula computes the exact distance from the campus center.


5. Database Design
5.1 Table Descriptions
Table: settings
Stores the single-row system configuration. The table always contains exactly one record (id=1). It persists university name, department, academic year, GPS campus coordinates, and the is_setup flag that controls the initial setup wizard.

	Column
	Type
	Constraint
	Description

	id
	INT
	PK DEFAULT 1
	Always 1 — single row table

	uni_name
	VARCHAR(200)
	NOT NULL
	University name

	gps_lat
	DECIMAL(10,7)
	NULL
	Campus latitude (7 decimal precision)

	gps_lng
	DECIMAL(10,7)
	NULL
	Campus longitude

	gps_radius
	INT
	DEFAULT 200
	Allowed radius in meters

	is_setup
	TINYINT(1)
	DEFAULT 0
	0=not configured, 1=ready



Table: instructors
Stores instructor accounts. Each instructor authenticates using a unique username. The must_change flag forces a password change on next login (used for temporary passwords assigned by admin).

	Column
	Type
	Constraint
	Description

	id
	INT
	PK AUTO_INC
	Internal numeric identifier

	full_name
	VARCHAR(150)
	NOT NULL
	Instructor full name

	username
	VARCHAR(60)
	UNIQUE
	Login username (lowercase)

	password
	VARCHAR(255)
	NOT NULL
	bcrypt hashed password

	must_change
	TINYINT(1)
	DEFAULT 0
	Force password change flag



Table: students
Stores student accounts. Each student is identified by their university ID number (student_id) which is also used as the initial password. The absences counter and is_banned flag are updated automatically when sessions close.

	Column
	Type
	Constraint
	Description

	id
	INT
	PK AUTO_INC
	Internal identifier (used in FK)

	student_id
	VARCHAR(30)
	UNIQUE
	University ID number e.g. 2020901164

	full_name
	VARCHAR(150)
	NOT NULL
	Student full name

	password
	VARCHAR(255)
	NOT NULL
	bcrypt hashed password

	absences
	INT
	DEFAULT 0
	Cumulative absence counter

	is_banned
	TINYINT(1)
	DEFAULT 0
	1 when absences exceed threshold



Table: sessions
Each instructor session creates one record. The token column holds the current barcode token (refreshed every 30 seconds). The token_expiry column allows the backend to reject expired tokens without additional queries. The FOREIGN KEY with CASCADE means all session data is removed if the instructor is deleted.

Table: attendance
Records each successful attendance event. The UNIQUE KEY on (session_id, student_id) is the primary anti-fraud mechanism — MySQL will reject any duplicate insertion at the database level, independent of application code. The scan_method ENUM distinguishes barcode self-scanning from manual instructor entry.

	Key Design Decision
The UNIQUE KEY unique_att (session_id, student_id) enforces the rule that one student can only register once per session. This constraint operates at the database engine level, making it impossible to bypass through race conditions, concurrent requests, or application bugs. Even if two simultaneous scan requests arrive, only one INSERT will succeed.



5.2 ER Diagram

Figure 2 – Entity Relationship Diagram
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	                               │
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6. System Workflow
The complete attendance workflow involves a sequence of interactions between the instructor, student, frontend, backend, and database. The diagram below illustrates the full sequence.

Figure 3 – Full Attendance Sequence Diagram
	INSTRUCTOR          FRONTEND (JS)          BACKEND (PHP)          DATABASE

	────────────────────────────────────────────────────────────────────────────

	

	 [1] Login          POST /auth.php          Verify credentials      SELECT

	  ──────────────►   ?action=login           bcrypt verify           students

	                    ◄── JWT Token ──────────── jwtMake()          ──────────

	

	 [2] Open           POST /sessions.php      Generate token          INSERT

	  Attendance  ──►   ?action=start           SAS-{time}-{rand}       sessions

	 Session            ◄── session_id ─────────── expiry +30s        ──────────

	                        token

	

	 [3] Display        renderBarcode()         (no backend call)

	  Barcode on  ◄──   JsBarcode() SVG

	  Screen

	   ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─

	

	STUDENT             FRONTEND (JS)          BACKEND (PHP)          DATABASE

	────────────────────────────────────────────────────────────────────────────

	

	 [4] Click          checkGPS()              (no backend call)

	  Verify GPS  ──►   navigator.geolocation

	                    ◄── lat, lng ─────────── Haversine calc

	                    GPS OK? ►

	                    Enable scan area

	

	 [5] Scan           ZXing.decode()          POST /sessions.php

	  Barcode     ──►   camera frame            ?action=scan           SELECT

	                    token extracted         1. Check GPS dist       sessions

	                    POST token+lat+lng  ──► 2. Verify token         WHERE

	                                           3. token_expiry>NOW     token=?

	                                                                 ──────────

	                                                                   INSERT

	                    ◄── success ───────────── 4. Store attendance   attendance

	                    Toast shown                                  ──────────

	

	 [6] Instructor     POST /sessions.php      UPDATE sessions         UPDATE

	  Ends Session ──►  ?action=end             is_active = 0           students

	                                           Loop all students:       SET

	                                           NOT in attendance        absences+1

	                                           → absences++             is_banned=

	                    ◄── done ──────────────   IF absences>6→ban    IF abs>6





7. Barcode Attendance Mechanism
The barcode system is the primary attendance verification channel. It is designed with security as the top priority, using time-limited dynamic tokens to prevent forwarding attacks.
7.1 Token Generation
When an instructor opens an attendance session, the backend generates a unique token using the following PHP code:

	Token Generation Logic
$token = 'SAS-' . time() . '-' . strtoupper(bin2hex(random_bytes(3)));
$expiry = date('Y-m-d H:i:s', time() + 30);

Example output: SAS-1734567890-A3F7KP

Components:
  SAS       — System prefix for easy identification
  1734567890 — Unix timestamp (current time in seconds)
  A3F7KP    — 6-character random hex (3 random bytes)



The token is stored in the sessions table alongside its expiry timestamp (30 seconds from creation). Every 30 seconds, the token is automatically refreshed — either by the frontend timer or manually by the instructor.
7.2 Barcode Rendering
The frontend uses JsBarcode to render the token as a CODE128 barcode directly inside an SVG element. CODE128 was chosen because it:
1. Supports all printable ASCII characters including hyphens and uppercase letters.
1. Produces compact, high-density barcodes readable from a distance.
1. Is universally supported by barcode scanning libraries.

	Barcode Rendering Code
JsBarcode(svgElement, token, {
  format:       'CODE128',
  width:        2,
  height:       70,
  displayValue: false,
  lineColor:    '#111111',
  background:   '#ffffff',
  margin:       0
});


7.3 Barcode Scanning
The student opens the camera using the browser's getUserMedia() API. The ZXing-js library reads each camera frame by:
1. Drawing each frame to a hidden canvas element.
1. Extracting luminance data from the canvas pixels.
1. Converting to a binary bitmap using HybridBinarizer.
1. Attempting to decode using MultiFormatReader.
1. If successful, the token string is extracted and sent to the backend.

	Why 30-Second Rotation Prevents Fraud
If a student sends a photo of the barcode to an absent classmate:
  - The classmate receives the image after several seconds of delay
  - By the time they try to scan, the token has rotated
  - The backend rejects the scan: token_expiry > NOW() fails
  - The absent student cannot record attendance

This mechanism makes it virtually impossible to commit proxy attendance fraud.


7.4 Backend Token Validation
When the student submits a scan, the backend performs three sequential checks:
1. GPS distance check: Is the student within the configured campus radius?
1. Token validity check: Does the token exist in an active session AND has it not expired? (token_expiry > NOW())
1. Duplicate check: The INSERT statement will fail silently if a UNIQUE KEY violation occurs (student already checked in).


8. GPS Location Verification
GPS verification ensures that the student is physically present on campus before allowing attendance registration. The system uses the browser's native Geolocation API and the Haversine distance formula.
8.1 Geolocation API
The frontend calls the browser's navigator.geolocation.getCurrentPosition() with the following configuration:

	GPS Request Configuration
navigator.geolocation.getCurrentPosition(
  successCallback,
  errorCallback,
  {
    enableHighAccuracy: true,  // Force GPS chip (not WiFi/cell)
    timeout:            12000, // Maximum wait: 12 seconds
    maximumAge:         0      // Never use cached position
  }
);



The enableHighAccuracy: true flag forces the device to use the hardware GPS chip rather than cell tower or WiFi triangulation, producing accuracy typically within 3-10 meters. The maximumAge: 0 setting ensures the position is always freshly obtained, preventing replay of an old GPS reading from a different location.
8.2 The Haversine Formula
The Haversine formula calculates the great-circle distance between two points on the Earth's surface given their latitude and longitude coordinates. It accounts for the curvature of the Earth, making it accurate even at short distances.

Haversine Formula
	Given:

	  lat1, lon1  = Student coordinates (in radians)

	  lat2, lon2  = Campus center coordinates (in radians)

	  R           = 6,371,000 meters (Earth radius)

	

	Step 1: Calculate differences

	  dlat = lat2 - lat1

	  dlon = lon2 - lon1

	

	Step 2: Haversine intermediate

	  a = sin(dlat/2)² + cos(lat1) × cos(lat2) × sin(dlon/2)²

	

	Step 3: Central angle

	  c = 2 × atan2(√a, √(1−a))

	

	Step 4: Distance

	  distance = R × c   (result in meters)




	PHP Implementation
function distance(float $la1, float $lo1, float $la2, float $lo2): float {
    $R = 6371000;
    $a = sin(deg2rad(($la2-$la1)/2))**2
       + cos(deg2rad($la1)) * cos(deg2rad($la2))
       * sin(deg2rad(($lo2-$lo1)/2))**2;
    return $R * 2 * atan2(sqrt($a), sqrt(1-$a));
}


8.3 Distance Validation
The computed distance is compared against the gps_radius value stored in the settings table (configurable from 50 to 1000 meters, default 200 meters). If the student's distance exceeds the radius, the scan is rejected with an informative error message showing the exact distance.

	GPS Validation Result
if ($dist > $settings['gps_radius'])
    fail('You are outside the campus zone (' . round($dist) . 'm) — must be within ' . $settings['gps_radius'] . 'm');

If no GPS coordinates are configured in settings:
  → GPS check is skipped entirely (gps_lat = NULL check)




9. Security Mechanisms
9.1 JWT Authentication
All protected API endpoints require a valid JSON Web Token passed in the Authorization header as 'Bearer <token>'. JWT tokens are signed using HMAC-SHA256 with a secret key defined in the server configuration. Tokens expire after 24 hours. The token carries the user's role, id, and name — no database lookup is needed per request.

Figure 4 – JWT Verification Flow
	JWT Structure:  header.payload.signature

	

	Header:    {"alg":"HS256","typ":"JWT"}  → Base64URL encoded

	Payload:   {"id":5,"role":"student","exp":1734654321}  → Base64URL encoded

	Signature: HMAC_SHA256(header + '.' + payload, JWT_SECRET)  → Base64URL encoded

	

	Verification process:

	  1. Split token on '.'

	  2. Recompute signature from header + payload + secret

	  3. Compare with received signature using hash_equals()

	  4. Check exp claim against current time()

	  5. If both pass → user is authenticated



9.2 Password Hashing
All passwords are hashed using bcrypt via PHP's password_hash() function with PASSWORD_BCRYPT. bcrypt is a one-way adaptive hash function — it cannot be reversed. The generated hash includes the salt and cost factor, making it resilient against rainbow table attacks. password_verify() recomputes the hash and compares internally.
9.3 SQL Injection Protection
All database queries use PDO Prepared Statements with parameter binding. The SQL query structure is fixed before any user input is processed. The database engine receives the query and parameters separately, making it impossible for malicious input to alter the query structure.

	Safe vs. Unsafe Pattern
// UNSAFE (vulnerable to SQL injection):
$db->query("SELECT * FROM students WHERE student_id='" . $_POST['id'] . "'");

// SAFE (Prepared Statement):
$stmt = $db->prepare('SELECT * FROM students WHERE student_id = ?');
$stmt->execute([$_POST['id']]);


9.4 Duplicate Attendance Prevention
Three independent mechanisms prevent duplicate attendance registration:
1. Frontend: The scan button is disabled after a successful scan.
1. Backend: A second scan request for the same session/student would pass the token check and then fail at the INSERT stage.
1. Database: The UNIQUE KEY unique_att (session_id, student_id) causes MySQL to throw a Duplicate Entry error, which PHP catches and returns as a 'Already checked in' message.
9.5 Role-Based Access Control
All API endpoints check the user's role from the JWT payload. Instructor-only endpoints call requireInstructor() which verifies role = 'instructor'. Student endpoints accept any authenticated user but restrict operations to the student's own data. The settings GET endpoint is public (no JWT) to allow the boot() function to check system status before login.


10. API Documentation
All API endpoints are located under /backend/api/. All requests and responses use JSON format. Protected endpoints require the Authorization: Bearer <token> header.

Authentication Endpoints
	Endpoint
	Method
	Auth
	Description

	auth.php?action=login
	POST
	None
	Login for instructor or student. Returns JWT token.

	auth.php?action=change_password
	POST
	JWT
	Change user password. Clears must_change flag.



	Login Request / Response Example
Request Body (student):
  { "role": "student", "student_id": "2020901164", "password": "abc123" }

Response (success):
  { "success": true, "message": "Login successful",
    "data": { "token": "eyJ...", "role": "student",
               "name": "Saja Kassrawi", "absences": 2 } }

Response (failure):
  { "success": false, "message": "Invalid student ID or password" }



Session Endpoints
	Endpoint
	Method
	Auth
	Description

	sessions.php
	GET
	Instructor
	List all sessions with attendance count

	sessions.php?action=start
	POST
	Instructor
	Start new session, generate barcode token

	sessions.php?action=refresh_token
	POST
	Instructor
	Generate new token, extend expiry by 30s

	sessions.php?action=end
	POST
	Instructor
	Close session, record absences for non-attendees

	sessions.php?action=scan
	POST
	JWT (Student)
	Submit barcode token + GPS for attendance

	sessions.php?action=manual
	POST
	Instructor
	Manually mark a student as present



Student & Instructor Endpoints
	Endpoint
	Method
	Auth
	Description

	students.php
	GET
	Instructor
	List all students with absence data

	students.php
	POST
	Instructor
	Add new student (default password = student_id)

	students.php
	PUT
	Instructor
	Update student absence count

	students.php?id=N
	DELETE
	Instructor
	Remove student and all related records

	instructors.php
	GET
	Instructor
	List instructors (no passwords)

	instructors.php
	POST
	Instructor
	Create instructor account

	instructors.php
	PUT
	Instructor
	Reset instructor password

	instructors.php?id=N
	DELETE
	Instructor
	Delete instructor (min 1 must remain)

	reports.php?type=summary
	GET
	Instructor
	Summary stats: total, banned, danger, warn, safe

	reports.php?type=session&session_id=N
	GET
	Instructor
	Present and absent list for one session

	settings.php
	GET
	None
	System settings and is_setup status

	settings.php
	PUT
	Instructor
	Update university name, GPS, radius

	setup.php
	POST
	None
	Initial system setup (one-time only)




11. Backend Code Analysis
11.1 helpers.php — Core Utilities
The helpers.php file is the backbone of the backend. It is included by every API file using require_once. It contains all shared functionality:
1. setHeaders() — Sets Content-Type: application/json and CORS headers.
1. success() / fail() — Unified JSON response functions that always call exit.
1. input() — Reads the raw JSON request body and decodes it.
1. hashPass() / checkPass() — bcrypt password wrapper functions.
1. b64e() / b64d() — URL-safe Base64 encoding for JWT.
1. jwtMake() — Creates a signed JWT with expiry timestamp.
1. jwtRead() — Verifies JWT signature and expiry, returns payload.
1. requireAuth() — Reads Authorization header, calls jwtRead, returns user data.
1. requireInstructor() — Calls requireAuth and checks role === 'instructor'.
1. distance() — Haversine formula for GPS distance in meters.
11.2 auth.php — Authentication
Handles login for both user roles and password changes. The login logic:
1. Reads the role field from the request body.
1. Queries the appropriate table (instructors or students) by username/student_id.
1. Calls checkPass() which internally uses password_verify().
1. On success, calls jwtMake() with the user's id, role, and name.
1. Returns the token along with user metadata (absences, is_banned, must_change).

Intentionally, both 'user not found' and 'wrong password' return the same error message. This prevents user enumeration attacks where a malicious actor could determine which usernames exist.
11.3 sessions.php — Attendance Core
The most complex file in the system. Handles six distinct actions:

	Action
	Logic Summary

	start
	requireInstructor() → generate token → INSERT sessions → return session_id + token

	refresh_token
	requireInstructor() → generate new token → UPDATE sessions SET token, expiry WHERE id AND is_active=1

	end
	UPDATE is_active=0 → SELECT attended IDs → loop ALL students → IF not attended: UPDATE absences+1, check ban

	scan
	requireAuth() → distance check → token validity check (token + is_active + expiry) → INSERT attendance (UNIQUE catches duplicates)

	manual
	requireInstructor() → find student by student_id → INSERT attendance with scan_method='manual'

	GET (list)
	requireInstructor() → LEFT JOIN sessions+attendance → GROUP BY session → ORDER BY date DESC



The absence recording logic in the 'end' action deserves special attention. The SQL statement uses MySQL's IF() function to atomically check and set the ban flag in a single UPDATE:

	Absence + Ban Recording
UPDATE students
SET absences  = absences + 1,
    is_banned  = IF(absences + 1 > 6, 1, 0)
WHERE id = ?


11.4 reports.php
Provides two report types. The 'summary' report uses PHP's array_filter() with arrow functions to count students in each status category (safe, warn, danger, banned) from the already-fetched student array — avoiding multiple database queries. The 'session' report uses a subquery with NOT IN to find absent students without application-level set operations.
11.5 setup.php
Executed only once during initial system configuration. Validates all required fields, checks that the system has not already been set up (is_setup = 0), updates the settings table, and creates the first instructor account. No transaction is used — if the INSERT fails after the UPDATE, the system enters an inconsistent state but can be reset manually.


12. Frontend Code Analysis
12.1 app.js — Application Core
The central JavaScript file that initializes the application, handles authentication state, provides shared utilities, and manages navigation between pages. Key components:

	Function / Variable
	Purpose

	authToken, currentUser
	Global state for the logged-in user's JWT and profile data, persisted in localStorage.

	boot()
	Entry point called on DOMContentLoaded. Checks is_setup, restores saved session or shows login.

	api(endpoint, method, body)
	Universal HTTP request wrapper. Automatically injects Authorization header, serializes body to JSON.

	show(screenId)
	SPA navigation — adds/removes 'active' class to switch visible screen without page reload.

	launchApp()
	Builds the role-appropriate sidebar and navigates to the default page (dashboard or myAbsences).

	absBadge(abs, banned)
	Returns colored HTML badge based on absence count (safe/warn/danger/banned).

	haversine()
	Client-side GPS distance calculation for UI preview before server validation.

	stopCam()
	Cleanly stops all camera tracks and cancels the animation frame loop.

	toast(msg)
	Displays a temporary notification overlay at the bottom of the screen.


12.2 instructor.js — Instructor Pages
Contains rendering logic for all eight instructor pages. The takeAtt() function is the most critical — it starts a session if none is active, renders the attendance UI, draws the barcode, and starts the 30-second timer. The startBCTimer() function uses setInterval at 1000ms to decrement a counter and trigger refreshToken() when it reaches zero.

The student management pages (students(), sessions(), reports()) follow a consistent pattern: fetch data from the API, build HTML string with template literals, inject into mainContent via innerHTML, then bind event handlers via onclick attributes that reference globally defined window functions.
12.3 student.js — Student Pages
The scanBarcode() page implements a two-step UI: Step 1 (GPS verification) must pass before Step 2 (camera scan) becomes interactive. The scanFrame() function is the performance-critical barcode reading loop — it runs at the display refresh rate (up to 60 fps) using requestAnimationFrame. On each frame, it draws the video to canvas, attempts ZXing decode, and falls back to jsQR if ZXing fails.

The verifyToken() function sends the decoded token along with the GPS coordinates (stuGPS.lat, stuGPS.lng) captured during Step 1. This design ensures the GPS coordinates are taken before the scan, making it harder for a student to manipulate the timing.


13. Testing Strategy
13.1 Functional Testing
The following test cases cover the primary system functions:

	#
	Test Case
	Expected Result
	Pass Criteria

	1
	Login with correct student credentials
	JWT token returned, navigate to student app
	Response success=true

	2
	Login with wrong password
	Error message shown
	Response success=false, HTTP 400

	3
	Start attendance session
	Barcode displayed, timer starts
	session_id and token in response

	4
	Scan valid barcode within GPS radius
	Attendance recorded, success toast
	INSERT in attendance table

	5
	Scan expired barcode
	Error: barcode expired
	token_expiry < NOW() check fails

	6
	Scan outside GPS radius
	Error: outside campus zone
	distance > gps_radius check fails

	7
	Scan same barcode twice
	Error: already checked in
	UNIQUE KEY violation caught

	8
	End session — absent recording
	Absent students' absences incremented
	UPDATE students executed

	9
	7th absence triggers ban
	is_banned=1 set automatically
	IF(absences+1>6,1,0) evaluates true

	10
	Add student — duplicate ID
	Error: ID already exists
	UNIQUE check in PHP + DB


13.2 API Testing
API endpoints can be tested using tools such as Postman or curl. Each endpoint should be tested with: valid JWT, expired JWT, missing JWT, wrong role JWT, malformed JSON body, missing required fields, and boundary values (0 absences, 7 absences, empty student list).
13.3 Security Testing
Security tests should verify:
1. SQL Injection: Input single quotes and SQL keywords into all form fields.
1. JWT Forgery: Attempt to access instructor endpoints with a student token.
1. GPS Spoofing: Submit manually crafted coordinates from outside the campus.
1. Token Replay: Capture a valid token and attempt to reuse it after 30 seconds.
1. Brute Force: Submit rapid repeated login attempts with incorrect passwords.


14. Results and Discussion
The Smart Barcode Attendance System successfully achieves all stated objectives and demonstrates measurable improvements over traditional attendance methods.

14.1 System Achievements
1. Fraud Elimination: The combination of 30-second barcode rotation and GPS verification makes proxy attendance practically impossible.
1. Time Savings: Attendance collection is reduced from 5-10 minutes to under 30 seconds per session.
1. Automation: Absence counting, warning thresholds, and ban enforcement require zero instructor intervention.
1. Real-time Visibility: Instructors see the attendance list update live as students scan.
1. Accessibility: The system works on any device with a browser and camera — no app installation required.
1. Data Integrity: Database-level UNIQUE constraints guarantee 100% accurate records regardless of network conditions or concurrent requests.
14.2 Limitations
1. GPS Indoor Accuracy: GPS signal is weaker inside buildings, potentially rejecting students who are physically present. Mitigation: the radius is configurable and can be increased for indoor classrooms.
1. Battery Consumption: The enableHighAccuracy GPS mode increases device battery drain during the scan process.
1. Camera Requirement: Students must have a functional camera on their device to scan the barcode.


15. Future Improvements
15.1 Mobile Application
Developing native Android and iOS applications would improve the user experience, enable background GPS tracking, and allow push notifications for absence warnings. React Native or Flutter could enable a cross-platform solution with shared business logic.
15.2 AI-Powered Analytics
Integrating machine learning models could predict student dropout risk based on attendance patterns, identify students who need academic support before they reach the ban threshold, and detect anomalous scan behavior that may indicate fraud attempts.
15.3 NFC Attendance
Near Field Communication (NFC) tap-based attendance would provide an alternative to camera scanning, particularly useful for students with visual impairments or in poor lighting conditions. NFC tags mounted in the classroom could serve as check-in points.
15.4 Cloud Deployment
Migrating from local XAMPP hosting to a cloud provider (AWS, Google Cloud, or Azure) would enable university-wide deployment, automatic scaling during peak periods, and integration with the university's central student information system (SIS) and Learning Management System (LMS).
15.5 Biometric Integration
Adding face recognition or fingerprint verification as an additional authentication factor would further strengthen the anti-fraud measures, particularly for high-stakes examinations where attendance record accuracy is critical.
15.6 Multi-course Support
Extending the system to support multiple courses simultaneously, with instructors assigned to specific sections, would make the system suitable for full university-wide deployment rather than single-course use.
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